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Amendments to the Claims: 

The text of all pending claims, (including withdrawn claims) is set forth below. Canceled 
and not entered claims are indicated with claim number and status only, The claims as listed 
below show added text with underlining and deleted text with s£ r 4k efeougk The status of each 
claim is indicated with one of (original), (currently amended), (canceled), (withdrawn), (new), 
(previously presented), or (not entered). 

Applicants reserve the right to pursue any canceled claims at a later date. 
The following listing of claims will replace all prior versions, and listings, of claims in 
the application: 

1,-23. (canceled) 

24. (currently amended) A method for transmitting data, comprising: 
by a first u ser of a communication network: 

iHpHttmg- receiving a fe^data first random value originating from a first stochastic 
process4nte-^feasffet~and^ 

generating in-ead^ first and s eeenda first 

symmetrical encryption keys -key based on the-fiest-data first random value; 

transmitting the first random value to a second user of the commun ication 

network: 

by, the second, user: 

receiving the first random value from the first user: and 

generating the, first symmetrical, encryption key b ased, on the received random 

value 
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stefkag^he-fiEst and second symmetrical e fleiyptiefr ^^ 
fest^Bdr^eee nd users for t raflsmitti^ first and second 



tems mitting the en e?ypt ed data bet\v e e H- 4 ke- -at-te - ast - "fifst ---aftdr-$eee nd users, 

¥ ? teeki-4^ are ge nerat ed - by- -- e feaBg mg between the fir st- oad- ^ eeead 

symme^^^m^yp ion keys in a chroRO logical, sequence - -^ md - «pplygig - 4 he— fest 



25, (currently amended) The method as claimed in claim 24, wherein the first random 
value ,i s an inp ut , to a fun ction and, an output of the function is used to g enerate . the , first 
symmetrical encryption key generating the first and second -symn^ triea^ includes 

genef£#ftg-^H^^ a pteaHty --- ^ operations -4e-ctete 

eHgH^i ng"&om -- the - s teehas&e- pro ces s. 



26. (canceled) 



27. (currently amended) The method as claimed in claim 24, wherein the first random 
value is d afee-age-obtained by acquiring at least one measured value from the first stochastic 
process. 



28. (previously presented) The method as claimed in claim 24, wherein the first 
stochastic process includes a time-variable parameter of an automation system. 
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29. (currently amended) The method as claimed in claim 24, 

wherein the first random value i s a data- are ofetain6<j-^i^^4^ st Sigpifi eairt ^t^ s itie - ft 
related to-at-least-OHe-measured value, 

wherein the first user ge nerates the first sy mmetrical encryption key base d on the least 
significant bits of the first random value in order to at least reduc e periodic components of the 
measured value, and 

wherein the se cond user g enerates the first symmetrical encryption key based, on the least 
significant bits of the received random value in orde r to at leas t reduce periodic components of 
the measured value. 



30. (currently amended) The method as claimed in claim 24, further comp rising: 
by the second user: 

receiving a second random value orig inating from a second stochastic process; 
generating a seco nd s ym metrical encryption key based on the second random 

value; 

transmittin g the second rando m val ue tothe first user; 
by the first user: 

receiving the second random val ue from t he second user; and 

generating the second s ymmetrical encryption key based on the received random 

value 

whereffl-^aeh^ users acqiur e£hdgte ^ig i- Hatiiig-fe e» 

tfeH»taehas^ the first da te. 
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31. (canceled) 

32. (canceled) 

33. (currently amended) The method as claimed in claim 3430, wherein the first and 
second symmetrical encryption keys are generated upon a request by a master user of the 
communication network. 

34. (currently amended) The method as claimed in claim 2430, wherein the first and 
second symmetrical encryption keys are generated at predetermined times or after a lapse of a 
predetermined time interval 

35. (currently amended) The method as claimed in claim. 3£24, wherein the first dafe 
afe random value is transmitted over the communication network at a time of low utilization of 
the communication network. 

36. (canceled) 

37. (currently amended) The method as claimed in claim 26, wherein the first dafet 
aferando m value is transmitted using an asymmetrical encryption method. 

38. (canceled) 
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39. (canceled) 



40. (currently amended) A communication system, comprising: 
at least first and second users; and 

a communication network for transmitting data between the at least first and second 
users^t 

the first user comprising: 

aB^^-meekmi-srn fer ■■■■ inputtiB g a first rec eiver for , receiving a. first random 

valuedata originating from a stochastic process4 fite-t^- - a^"least- - fif s^ and seeond-Heers-ef^ 
communication networks 

an encryption key generator for generating in-each of t h e at least first-and 

se cond a segs- fest and seconds , first , symmetrical encryption keys-key based on the first 
random value data? and , 

a storage unit for storing the first a nd, -- seeend --symmetrical encryption keys- key. 

and 

a transmitter for transmitt ing the first random valu e to the secon d user via the 

network; 

the seco nd user comprising: 

a first receiver for receiving the first random value from tire fi rst user, and 

an e ncryption key generator for gener ating the first s ymmetrical encry ption key 

based on the first random value received from the first user, 

in-e ac - h-ef-t - he - at- te ast-fest-aB^H^ee ond use s^-ie^na^ 

em^ypte4-4at a between the at teas^i^t--a^ the encrypted data are 
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Srans m - fcted - ^ and second users, aE^Ae^n crypted data are-geeegated 

by -- ete^gia g4etwe ^n the first and -seeeHd-syn^ keys in a-ck^nolog*ea4 

wherein data tr ansferred between the users is encrypted and unencrypted via the 
first symm etr ical encryption key , 

41. (previously presented) The communication system as claimed in claim 40, 
wherein the communication network is a public network. 

42. (currently amended) The communication system as claimed in claim 40, wherein 
the second user further co mprises: 

a second receiver for r eceiving a second random value originating from a stochastic 
process, and 

a transmitter for transmitting the second random v alue to , the first user via the 
network; 

the encryption key generator generates a second symmetri cal encry ption key based on 
the second random value, and 

the storage unit stores the first an d the second symmetrical encr yption, keys, 
wherein the f irst user further comprises: 

a second receiver for receivin g the secod rando m value from the second user. 

the encryption key g enerator generates a s econd symmetrical e ncryption ke y based on 
the second random value, and 
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the storage unit st ores the first and the second sym metrical encryption keys, 
wherein data transferr ed between , the users, is enc rypted and unencr ypted via, the 
symmetrical encryption keys 



43. (currently amended) The communication system as claimed in claim 4042, 
wherein the commun i cation ne t¥?e£fe4s-^^ the c ommunication network is 

the internet and the first user is a ma ster user for triggering the generating of the first and 
second symmetrical encryption keys by issuing a request via the internet. 



44. (currently amended) The communication system as claimed in claim 43 42, 
wherein the first or second user is a master user configured to output a command onto the 
Ethernet for triggering the generation of the first and second symmetrical encryption keys. 



45. (new) The method as claimed in claim 24 5 wherein the first random value is 
transmitted to a plurality of users and the first symmetrical encryption key is generated at each of 
the plurality of users. 

46, (new) The method as claimed in claim 30, wherein the first symmetrical encryption 
key is used to encrypt data transmitted during a first time interval and the second symmetrical 
encryption value is used to encrypt data transmitted during a second time interval 
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47. (new) A method for transmitting data, comprising: 
by a first user of a communication network: 

storing a first random measured value received from a first stochastic process; 
generating a first symmetrical encryption key based on the first random measured 

value; 

transmitting the first measured random value to a second user of the 
communication network; 

receiving the second random measured value from the second user; 

generating a second symmetrical encryption key based on the received random 

value. 

by the second user: 

storing the second random measured value received from a second stochastic 

process; 

generating the second symmetrical encryption key based on the second random 
measured value; 

transmitting the second measured random value to the first user; 
receiving the first random measured value from the first user; 
generating the first symmetrical encryption key based on the received measured 
random value, 

wherein the first symmetrical encryption key is used to encrypt data transmitted 
during a first time interval and the second symmetrical encryption value is used to 
encrypt data transmitted during a second time interval 
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48. (currently amended) The method as claimed in claim 47, wherein the first random 
value is an input to a function and an output of the function is used to generate the first 
symmetrical encryption key, 

49. (currently amended) The method as claimed in claim 47, wherein the second 
random value is an input to a function and an output of the function is used to generate 
the second symmetrical encryption key. 
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